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Spot® Instructions for Use —
A Sabotage Manual

Community Self-Defense for Building a World Without Police
(Dogs)

Cassandra Troyan

Spot, the yellow four-legged robot dog manufactured by Boston Dynamics, and its canine
lookalikes, have become increasingly ubiquitousin daily life. It patrols and surveils university
campuses, parks, and neighborhoods under the auspices of safety and innovation. Many are
not fooled by this narrative and, in response to its presence, have taken Spot’s removal into
their own hands. The following text is a set of speculative abolitionist scenarios constructed
by reappropriating the Boston Dynamics User Guide for Spot and shifting it into amanual of
sabotage to be used instead against this carceral technology.
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Meet Spot. See Spot dance. See Spot run. See Spot work.

Spot isayellow quadruped robot created by Boston Dynamics, an American engineering and
robotics company founded in 1992 as an offshoot of the MIT Leg Lab based in Cambridge,
Massachusetts.[1] Spot’s persona and physical likeliness is canine-inspired. Influenced by
other working dog breeds who came before, Spot is a dependable coworker who is always
there to get the job done, especially in places where human capabilities are lacking. In a
promotional video from 2017, Spot went viral for persisting in its efforts to open a door
without human intervention. Remember, Spot won't stop until the job is done.[2]

Coinciding with the release of an episode of Black Mirror featuring akiller robot-dog hunting
down survivors in a post-apocalyptic landscape (Metalhead, Season 4), parallels were
immediately drawn to the seemingly innocuous robots we were expected to see as friendly
and trustworthy additions to society.[3] What happens not if, but when, it suddenly goes
rogue?

To make Spot appear more harmless, Boston Dynamics kicked their propaganda machine into
high gear. No, Spot is not a highly trained autonomous killing machine. He's man’s best
friend. He' s cute and joyful. He loves to dance, even at work. He' s working the catwalk at
Paris Fashion Week. He' s showing off his signature moves with K-pop supergroup BTS.

In afurther attempt to separate their image from doomsday scenarios, Boston Dynamics
signed a pledge declaring «that we will not weaponize our advanced-mobility general-purpose
robots or the software we devel op that enables advanced robotics and we will not support
others to do so.»[4] By «weaponize,» they mean only attaching or mounting weapons
technology themselves or supporting others who do so. This pledge conveniently ignores that
the company’s early development was made possible due to U.S. military contracts and
funding from the Defense Advanced Research Projects Agency (DARPA), or that they
frequently sell Spot to U.S. police departments alongside other legged robotsto allied
militaries around the world.

Despite this, calls to abolish or defund the police and their militarized surveillance

technol ogies have persisted in the wake of the George Floyd Rebellion that swept the globe
during the fiery summer of 2020. If Spot was going to roam the streets, people were going to
do something about it. There has been an increased demand for these robots to be removed
from everyday life and the public spacesit patrols including university campuses, parks, and
neighborhoods, along with the collective desire and resourcing to find out how to do so by
taking matters into their own hands.

People shared tips and tricks on social media and in ad-hoc manuals for ways you could
remove its battery or shut down Spot if you encountered it in your neighborhood.[5] Public
outcries lead the New Y ork Police Department (NY PD) to get rid of their «Digidog» in 2021
asthey were trialing its use in patrolling Black and Latinx working-class neighborhoods such
as the Bronx, before then bringing it back in 2023.[6]

Of course adog would replace a dog. Dogs have always been there to help get the job done,
[7] from their uses on the battlefield to the plantation, in cases of civil disobedience, or by
colonial dispossession through exploration on the Arctic frontier.[8]

Asthe origins of the police arise out of slave-catching units powered by dogs, invoking
racialized terror becomes the dog’ s second nature — with itsfirst being used as atool to define
humans by their nature (or whiteness).[9]
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Part of the insidious nature of Spot is the mundane violence it embodies in its everyday
existence. We become conditioned to accept its purpose; it's a K-9 officer there to serve and
protect its community.

The creation of the tech justifiesits use, asit is both ameans and an end. Like the police. Or
prisons. Or the border regimesit is trained to secure. Therefore Spot, just like these carcerdl
institutions, cannot be reformed, only abolished. To sabotage Spot isto intervenein its usage.

To unbuild the prison is not afantasy. It is an inevitability.[10]
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«Risks are the transformation of potential hazards into actual harms. To estimate risks, it is
necessary to combine a measure of:

e The severity of the effect of hazards.
e The occurrence of hazards (how often, how likely, how predictably, how well-
anticipated).»[11]

It is not a matter of how, but when. The capacities for sabotage are endless. The conditions
are already there, what mattersis how they’re used as gaps in the perceptional system and
create openings for possibility. Cushioning the distance between success and failure builds
new capacity for collision.

The following is an incomplete set of speculative scenarios constructed by reappropriating the
Boston Dynamics User Guide for Spot into a manual of sabotage. Remember, «the conditions
of the environment are the main, if not the only, reason for instability and the possibility of
failures during locomotion.»[12] So what are you waiting for? What do you risk by not
shutting down Spot? By highlighting the technical, mechanical, and environmental
weaknesses stated by the manufacturer, and how they could be exploited, thisisaDIY guide
of interventions that purposely require minimal to no technical knowledge.

Against the threat of harm actuated and unleashed in all domains of life, this choreography
presents a form of abolitionist community self-defense for building aworld without police
(dogs).[13]

Spot should never come inside a household, but sometimes it can’t help it. It lovesto do the
laundry. If you alow it in, Spot will do avery poor job. It cannot match your socks or iron
your shirts, but it can give you afalse sense of security. It makes the police-state feel cozier,
like your most comfortable worn-in sweater that Spot picks up from the pile and hands to you.
Here, take it. Spot knowsit’ s your favorite.

Spot always knows how to make you smile. How to manage this uncanny balance between
the affect of being harmless, cute, entertaining, and the seriousness that comes with
performing highly technical tasks for more cost-efficient modes of working.

Still, as alowly quadruped, it can be outpaced and outsmarted. It walks like adog; it can walk
over some objects. It can be programmed to play fetch. It can become anything you want it to.

Yet, Spot is till likely to make mistakes. It falls down alot in complex environments, prone
to accidental entrapment, or insufficient clearances. Its failures somehow make it more
approachable rather than less trustworthy. It is difficult to understand where and how to locate
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the threat. Maybe you even feel sorry for Spot, with its cute clumsy movements.

But not bad enough to not kick it down the stairsif you were to encounter it, or maybe even
push it into a busy street during one of its routine neighborhood patrols.

In these moments of crisis Spot shuts down, it plays dead. Even as its body keeps tumbling
down severdl flights of stairs. Frozen when hitting the ground, sliding past your field of view.

The hazards of powerless motion.

Spot is an accumulation of damages.
You tell it thisand its robotic arm sinks low to the ground and gives asigh.
You say: Look, the evidence isclear:

You cannot get wet, especially when in the range of any physical contact with high voltage
equipment. You can’'t be in proximity to equipment capable of powerful Radio Frequency
emissions. You don'’t tolerate physical impact or the sudden appearance of new obstacles
from blind spotsin your path.

If anything happensto your battery, you' re done. Destruction to the battery pack, anything
that could cause the battery’ s electrolytes to catch fire through burning, puncturing, crushing,
dropping, smashing, wrenching, through forcible tectonic injury. Not to mention the
consequence of planetary damages.

Then there' s interference with your docking station, either through destruction or removal.
This could be done using water, spray foam, or other materials that could damage the electric
port, or block access to the charging connection points.

Spot slowly backs away from you...

mf'"mf'"mf"w-"'mf"
If you encounter Spot and it is unattended, yet you have none of the previously suggested
implements or materials to interfere with its locomotion, and there are no stairs available, do
not attempt to pick up Spot.

Instead, ask: Would you like a frozen margarita?

Spot tiltsits head to the right and wags its robutt in approval when you say the word mar-ga-
rita. When Spot leads you to find its Margaritaville® Frozen Drink Machine payload, ook for
AprilTag fiducials that meet the following requirements:

e AprilTagsin the Tag36h11 set
e Default image size: 146 mm square
e Printed on white non-glossy U.S. |etter-size sheets (preferably rigid)

Y ou should find one near the docking station next to the empty dog bowl.

Take it and immediately destroy it. Draw a new one while thinking about what you wished
till existed in your neighborhood or could one day. The meadow they plowed to make a
parking lot. The community center demolished for luxury flats. The forest destroyed for a new



police-training compound. Or the fires of the prison transformed into ashes, into gardens, into
orchards, and then into the meadow once again.

Y et Spot doesn't realize that failure isinevitable and a necessary part of daily rehearsal. The
goal is not to optimize or innovate, to build a greener cage. To get overly focused on the
successes made through short-term goals. It is only through failure that the world can be built

again.

Spot will not realize that it islost. It will need to be told. «To recover from alost condition,
the robot’ s localization must be re-initialized. The robot will not attempt to recover from a
lost condition on its own.»[14]

If Spot triesto re-initialize with the new fiducial, Spot will not be able to understand where it
is. It will be wandering a grid without a map, coordination without coordinates. It will
continue this until its battery powers down. Hungry. Cold and alone.

You need to anticipate conditions of your own entrapment. How will you escape?
Will you twist the button? Hit the switch or pull the trigger?
Do you have what it takes? Can you operate under pressure?

Spot is not ready to be reconfigured in this way.

Motors de-energized. The legs become stiff to the touch, like a piece of furniture or a corpse.
A convenient exposure lost in the command chain.

«Access to the Admin Console requires a user account. Default user-level and admin-level
credentials are printed on alabel in Spot's battery compartment. Boston Dynamics
recommends you change these defaults as soon as possible.»[15]

Y ou try to login with the default admin-level credentials and see that they haven’t been
changed.

«Tolog in to the Admin Console from the tablet controller:

1. Start with Spot powered on as described in Start Spot.

2. Connect the tablet controller as described in Pair the tablet controller with Spot.

3. Navigate to ? Menu > ADMIN CONSOLE.

4. Log in with the admin username and password printed on the label in Spot’ s battery
compartment, or using credentials provided by your system administrator.»[16]

Anticipating the loss of input, sit. Stay. Smart freeze.

Y ou wonder what this process of failure and collapse islike for Spot. Y ou can see Spot starts
to get paranoid and wonder how you would manage.

Areas illuminated by indicators so you can see what evades you. What waits to destroy you.
Maybeitisastairwell. Maybeit isaman with agun or abomb. A small obstacle or
sometimes when the floor istoo slippery. A collapsing railway tunnel, dark matte surfaces, or
bright ambient light. Gravel and snow combined with black ice at an open-pit quartzite mine.
Falling steel beams on a construction site.

Ouch.

Roll over.
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Spot walks into arecently blasted areain a minefield and scans the site after the masses have
been transported out. It is operating autonomously and without network connection. Before
Spot reaches the target waypoint to begin recording, you have created a series of deep traps
into which it can fall that the 360-degree cameraand SLAM lidar sensors cannot detect. Even
with a Trimble X7 Scanner payload it is vulnerable to attack. Y ou watch and wait.

Y et in this moment when Spot goes in the wrong direction and you are required to act, your
body stops. Y our palms sweat. Y ou ask yourself, who am | to do this work? Whose hands are
these in thisjoyful rebellion of errors? Y ou look down and remember thisis simple work,
they’re yours.

Despite its specially fitted snow booties equipped with crampons, Spot can be lassoed and
dragged away into a snow drift, the nearby forest, off a cliff, into the open pit mine, or
wherever your desires and the horizon of freedom takes you.
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